Size is no longer a factor when it comes to technology and the challenges that go along with it.
All of your business' important data exists either mostly or entirely in a digital format, including client
information, financial records, sales orders, transaction histories, internal communications, and
employee and payroll information. Add to that the programs and applications your team relies on to
function, and you've suddenly got all of your eggs in one basket.
However, reliance on technology is not the issue. That's the norm for every business today. It's the way
your staff uses your technology that has the potential to cause problems, especially where data loss is
concerned. Not only are all of your important files stored on hard drives and servers, but your
employees have by now come to expect access to those files both in and out of the office.
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The modern workforce is a mobile workforce, which is why Bring Your Own Device (BYOD) policies have
become so common. By allowing employees to use their personal laptops, tablets, and smartphones to access
company resources and work from home or in the field, a lot of businesses are seeing a boost in productivity.
But that's not the only statistic that's on the rise. Breaches and data loss are a growing problem for Small and
Mid-sized Businesses (SMBs) in every industry and vertical. While cyber attacks and other incidents make
headlines when they affect a major corporation, most breaches at SMBs go unreported or unnoticed.
The Statistics Speak For Themselves
•

An SMB can lose as much as 25% of their daily revenue within the first week of experiencing significant
data loss

•

93% of businesses that experience 10 or more consecutive days of downtime file for bankruptcy within the
year

•

50% file for bankruptcy immediately

•

43% of businesses with no business continuity plan go out of business as a result of major data loss

•

The number of cyber attacks targeting SMBs has been increasing exponentially since 2012
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You Need To Take
Data Loss Seriously

The different variables involved make it hard to calculate the exact cost of a data breach. How much data is
compromised, the type of data compromised, the cause of the breach, and how quickly your business is able to
recover can affect the outcome of a data loss scenario.
As mentioned before, downtime alone can be a financial deathblow. Other factors that need to be considered
include:
•

The cost of an internal investigation to find the source of the breach

•

The cost of upgrading network and system security to prevent further breaches

•

Fines and penalties that may result from compliance violations

•

Payment of damages to affected clients

•

Potential legal action taken by clients as a result of the exposure or loss of their personal information

•

Loss of current clients due to a loss of trust

•

Loss of future business as a result of damage to your reputation
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Any business owner or member of upper
management that isn't taking these potential
consequences seriously is gambling with their
business' future, and what many are finding is that
not doing enough is just as risky as doing nothing at
all.
Leaving the security and backup of mission-critical
data and applications in the hands of an
understaffed or inexperienced internal IT
department, or forgoing day-to-day IT management
all together in favor of break/fix services leaves your
business vulnerable.
Any minor issue with your IT infrastructure can
create a major inconvenience, and lead to even
bigger problems down the road.
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Human Error Is The
Biggest Threat To Your Data

As virtualization and cloud computing become more widely adopted, the instances of data loss as a result of human
error have gone up as well. Even the most experienced internal IT staff can make mistakes when learning the ins
and outs of a new system or setup, and employees who assume that automated means magic can easily delete or
overwrite critical files without realizing they've done anything wrong.
For the most part, these are innocent mistakes that can be corrected and forgiven. What you as a business owner
should not forgive are bad technology habits and behaviors that put your data at risk, such as:
•

Poor password management (writing down passwords and leaving them out in the open, using the same
password for multiple accounts, using easy to guess passwords, etc.)

•

Using company devices to browse restricted websites

•

Clicking on email attachments or embedded links from unfamiliar senders

•

Leaving their desktop or laptop computer logged in and unattended

Minimizing the ability for human error to cause damage can feel like an impossible task, but making your team
aware that there are policies they're expected to follow, and enforcing consequences when those policies are
ignored can help curb bad behavior.
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BYOD Isn't Going Anywhere

An employee using a personal device to view or store sensitive data can compromise business security in a number of
ways. Left unregulated, there is no way of knowing how often employees are backing data up, or even updating files
stored on your servers. Data stored on laptops, smartphones, tablets, external drives, USB drives, or even burned onto
discs can easily be compromised if the item in question is stolen or misplaced.
Chances are, employees are using their personal devices to download music, play games, and browse the web with
less care or restraint than they would have if they were using a company device. As a result, the chances of a malware
infection or hacker gaining access to your company data are much higher.
Furthermore, not all threats are external - an employee with malicious intent and unrestricted access to vital data can
do as much damage as a hacker. This goes double for former employees who still have company data in their
possession. Storing data in a cloud-based server instead of directly on the devices allows you to use password
protection and encryption technology to control who has access.
The ability to remotely wipe data from a lost or stolen device or a device belonging to an employee who is no
longer with your company can save you a whole lot of stress.
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A Little Bit Of Prevention Can Go A Long Way

Solid business continuity planning goes a long way towards making a bad situation manageable by allowing you to
work with what you have while your IT support deals with the situation. The cloud is a great tool for business
continuity, offering the capability for offsite data backups that can exist separate from your internal network and
can be accessed remotely when your office is temporarily out of commission.
Completely backing up huge amounts of data can be a very time-consuming process, and often results in
incomplete backups. Snapshots give you the option of creating read-only copies of critical data that act as a restore
point. Virtual snapshots are available immediately, and can be used to roll systems or servers back to restore lost
data. Snapshots also help to eliminate the risk of important data being corrupted by read errors.

Have any questions about preventing data loss? Contact L5 Consulting right away.
Call (888) 727-1994 or email info@L5Consulting.com.
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